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SYNOPSIS

The average US broadband household now owns 13 internet-connected devices, Sharon Jiang, Consumer
and that is expected to reach 20 devices on average by 2025. Securing the home Insights Analyst |
network and the devices attached and ensuring consumers that their personal data Industry Analyst

is kept private are critical to continued industry growth. This study tracks shifts in
consumer current attitudes around data privacy, including desire for privacy controls
and preferences for how companies collect and manage their data. It also explores
demand for devices and services that secure the home network and connected
devices across the smart home.

Chris White,
Senior Analyst

ANALYST INSIGHT

“Not all consumers see this issue the same way. There are different segments
to consider as all consumers understand the cost/benefit tradeoff for data
generally. Companies that differentiate through added data and security
protections will be more trusted by consumers.”

—Chris White, Senior Analyst, Parks Associates

CONSUMER
Number of Slides: 63 A[LIALYTICS

www.parksassociates.com | © Parks Associates | sales@parksassociates.com | 972.490.1113

ASSIATES




SERVICE:
SMART HOME
PRODUCTS AND
SERVICES

QC

Data Privacy and Security in

QUANTIFIED the Connected Home

CONSUMER 1Q 2022

CONTENTS

Parks Associates Respondent Quotas:
Age, Income, Education, Gender

Executive Summary
Industry Insight
Industry Benchmarks

» Concern About Personal Data Security
» Data Security Problems Experienced

» Data Security Services Adoption

* Interest in Data Security Services

* Concerns About Unauthorized Access to
Smart Home Products by Number of
Problem Experienced

« Solutions to Relieve Consumer Concerns
» Data Privacy Segments

« Attitudes Towards Data Sharing by Data
Privacy Segments

Adoption of Connected Devices

+ Smart Home Device Ownership
* Average Smart Home Devices Owned
* Number of Smart Home Devices Owned

* Smart Home Device Purchases and
Intentions to Buy

» Smart Home Device Ownership Segments

» The two segments that differ most by
device count also differ greatly in terms of
demographics

Data Security Concerns

» Consumer Concern About Personal Data
Security

» Concern About Personal Data Security by
Smart Home Device Segments

» Concern About Personal Data Security by
Education Level

» Security/Privacy Related Problems
Experienced

* Number of Security/Privacy Related
Problems Experienced

» High Concern Regarding Personal Data
Security by Number of Problem
Experienced

* High Concern Regarding Personal Data
Security by Most Common Privacy
Problems Experienced

* Number of Security/Privacy Related
Problems Experienced by Smart Home
Device Segments

* Number of Security/Privacy Related
Problems Experienced by Age

» Concerns About Data Security of Smart
Home Products

» Concerns About Data Security of Smart
Home Products by Number of Problem
Experienced

» Concerns About Data Security of Smart
Home Products by Adoption Segments

» Concerns About Unauthorized Access to
Smart Home Products

» Concerns About Unauthorized Access to
Smart Home Products by Residency Area

» Concerns About Unauthorized Access by
Age Groups

» Concerns About Unauthorized Access by
Gender

» Concerns About Unauthorized Access to
Smart Home Products by Number of
Problem Experienced

Keeping Data Safe: Security Services

» Adoption of Data Security Services

www.parksassociates.com | © Parks Associates | sales@parksassociates.com | 972.490.1113




SERVICE:
. . . SMART HOME
m Data Privacy and Security in  probucts anp

SERVICES
QUANTIFIED
AN FIED the Connected Home < 20

* Actions Taken to Prevent Unauthorized Appendix
Access to Devices

* Interest in Data Security Services

* Interest in Data Security Services by
Concerns About Data Security of Smart
Home Products

* Most Desired Way to Protect Data Security
and Privacy

* Most Desired Payment Method for Data
Security Service

* Most Desired Payment Method for Data
Security Service by Adoption Segments

* Most Desired Payment Method for Data
Security Service by Age Groups

Data-Sharing Problems and Solutions

+ Consumer Attitudes on Data Sharing

+ Attitudes Towards Data Sharing by Number
of Problem Experienced

« Solutions to Relieve Consumer Concerns

» Solutions to Relieve Consumer Concerns
by Concern Regarding Personal Data
Security

Consumer Data Privacy Segments

+ Data Privacy Segments

» Three factors helped identify the Data
Privacy Segments based on consumer
attitudes

* Response to Data Privacy Solution by Data
Privacy Segments

» Solutions to Relieve Consumer Concerns
by Data Privacy Segments

» Concerns Regarding Data Privacy by Data
Privacy Segments

+ Attitudes Towards Data Sharing by Data
Privacy Segments

* Interest in Data Security Services by Data
Privacy Segments

www.parksassociates.com | © Parks Associates | sales@parksassociates.com | 972.490.1113




SERVICE:
. . . SMART HOME
m Data Privacy and Security in  probucts anp
QUANTIFIED the Connected Home

SERVICES

CONSUMER 1Q 2022

ATTRIBUTES

Parks Associates parksassociates.com

5080 Spectrum Drive sales@parksassociates.com
Suite 1000W PHONE 972.490.1113

Addison TX 75001
Published by Parks Associates
© 2022 Parks Associates | Addison, Texas 75001

All rights reserved. No part of this book may be reproduced, in any form or by any means,
without permission in writing from the publisher.
Printed in the United States of America.

DISCLAIMER

Parks Associates has made every reasonable effort to ensure that all information in this
report is correct. We assume no responsibility for any inadvertent errors.

www.parksassociates.com | © Parks Associates | sales@parksassociates.com | 972.490.1113




